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Abstract — Safety of men and machinery has highest priority for 

all electrical experiments, therefore the usual preventive 

measures are taken to guarantee safe power hardware-in-the-

loop (PHIL) simulations. Besides all precautions by default, two 

issues are discussed more in detail: the software and the 

hardware concept of possible implementations for electrical 

safety. This work is giving an overview on how the classical 

safety functions must be expanded by additional safety measures 

in order to meet the specific safety requirements for PHIL 

simulations. Experiences and results are covering the statements 

given and show the imperative necessity of a proper 

implementation of a so-called ‘safety device’.  

Index Terms—real time simulation, power hardware-in-the-loop 

testing, electrical safety. 

I. INTRODUCTION 

Power hardware in the loop simulation is a young and very 
promising simulation method which did get a reasonable 
amount of interest lately as it is part of interest in latest 
research topics [1], [2], [12], [14], [16]. PHIL simulations are 
a different kind of HIL approach at which the coupling 
between the Device under Test (DuT) and the real time 
simulator (RTS) is done using high power signals instead of 
“conventional” low power signals as it is the case for a HIL 
simulation. This is effectuated by introducing a power 
amplification (PA) into the setup which amplifies the output 
signal of the RTS to high power signals fed into the DuT. The 
feedback loop of the control system is closed by an 
implemented voltage / current measurement at the clamps 
(field wiring terminals) of the DuT, which is fed into the RTS. 
At this stage mostly no further action is needed as 
measurement devices commonly have low power signals as 
output signals, otherwise – having floating, high voltage 
signals - those signals are getting transformed into low voltage 
/ current, galvanic isolated I / O signals. The point of 
connection of the power amplification unit for PHIL 
simulations is defined in between the output of the RTS 
(digital computed result of the differential equation - software) 
and the directly connected hardware setup (physical 
connection of the DuT and all required measurements - 
hardware). 

As a result of this position for the power amplification the 
most important signals in order to monitor the stability of the 
PHIL simulation are the interface voltages and currents. Due 
to the fact that there are multiple interface algorithms available 
at the current state of research for PHIL simulation [1], [2] no 
predefinition of the monitored signals can be given in order to 
determine instable behavior of the PHIL simulation at all 
times and for all configuration setups. However, from a 
system theoretic observer point of view, for a voltage type 
ideal transformer model (ITM) interface of the PHIL 
simulation the following enumerated signals are necessary in 
order to determine system instabilities. For some other 
interface algorithms those signals might not be sufficient but 
at least necessary [3], [5]: 

 the input signal to the power amplification, 

 the output signal of the power amplification unit and 

 the feedback measurement signal. 

 

Fig.  1: Visualization of the signal / power flow of a PHIL simulation 
without implementation of a safety device.[4] 

In the following, the term ‘safety device’ is used for an 
independent and modular structure, which is inherently 
implemented into an electrical PHIL test setup. Its main 
function is to guarantee safety for men and machinery of a 
PHIL simulation at all times. This is effectuated by acting 
functions which hold attributive highest priority in execution 
and in actuation. Those functions are shutting off the driving 
signal (RTS), tripping events of the real time simulation, 
opening the power circuit on the hardware side or switching 
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off all power sources at an instantaneous point of time in case 
of any detection of a severe failure.  

Due to the inherent constitution of the safety device, its 
operation mode is set to be both analogous (emergency stop, 
hardware protection) and digital (real time runtime, software 
measures) at the same time. External safety functions such as 
emergency-off circuits are underlying all electrical sources, 
amplifiers, measurements and computation equipment of an 
electrical test stand and can be associated with the safety 
device. 

 

Fig.  2: Software architecture of a PHIL test including safety device and 
relevant safety signals as well as the trip signal. 

Due to the fact that high power ratings are involved in a 
PHIL simulation one cannot just implement a safety device 
and then run the PHIL experiment without in-depth 
knowledge about the topology underlying the simulation 
method. The safety device cannot be seen as a guarantee per-
se not to damage the equipment used in PHIL simulation. Its 
performance and impeccable function is rather defined by the 
skill and strictness of the responsible engineers. The 
activation, connection, configuration and setting of the 
parameter blocks represent elementary engineering work 
which cannot be automated for all possible conditions. What is 
more, the anterior consideration about global system stability 
shall be conducted specifically in order to get fundamental 
information about the expected system behavior, the stability 
margin and simulation boundaries. This previous stability 
considerations can be done in multiple ways, an approach that 
has been used successfully in the past at AIT, and other 
research institutes, is to compose the transfer functions of all 
components used [10], [11], [13]. In the following the open 
loop transfer function can be used to apply the Nyquist 
criterion in order to evaluate stability. However, this will not 
guarantee that stability is given even though the Nyquist 
stability criterion is a relatively stiff stability criterion, but this 
stability evaluation is based upon the transfer function models 
one has derived and their accuracy [8], [13], [16]. This method 
will have quite accurate and highly trustable results for a 
simple system consisting out of known components but for 
complex system with “grey box” components for which the 
transfer function is hard to model, this method can only be 
used as an estimation of the systems stability behavior. 
Stability can never be guaranteed at all times, therefore 
electrical safety for man and machinery is of highest priority. 

Another important role comes up to the operating mode of 
the safety device, which owns all privileges to stop the 
simulation. Once the temporary overshoots of the current / 

voltage signals are occurring, the safety flag shall not trip at 
the very first peak, but should be set in such a way that this 
scenario can be overcome without damaging man and 
machinery. If stability cannot be explicitly calculated for 
complex, a solid estimation has to be done and the experience 
of the engineer is required. Going to the technical limits of 
system stability enforces the installation of precautionary 
measures, which are guaranteeing overall safety for men and 
equipment. A so-called safety device implemented in software 
and the more reliable and powerful hardware protection is 
stopping the PHIL simulation safely.  

II. DESIGN OF THE SAFETY CONCEPT 

In this section the hardware safety level and the software 

safety level that should be used when carrying out PHIL 

simulations will be described. This will be done utilizing a 

brief listing of many hardware safety measures as well as a 

short description of the function of the most important 

hardware safety components. 

The software safety installations will be described in their 

base function and a detailed description of a proposed safety 

device as it is used at the AIT is highlighted and explained in 

function.  

A. Hardware safety level 

The hardware protection level is representing the most 
reliable safety function which is incorporating the safety of 
both men and machinery. A state-of-the-art electrical test 
stand is equipped with standard components such as residual 
current detections, fuses and circuit breakers. [6][7] Together 
with an emergency stop equipment connected to all potentially 
energized electrical machineries this represents the most basic 
hardware protection level which is a categorical requirement. 

 Precaution measures for a safe operation of a PHIL 
simulation are:  

 galvanic isolated output signal from the real time 
computing system (RTS) serving as an input to the 
amplification stage (PA) 

 clearly designated, interference- and failure-free 
transmission of all output (RTS) and input (DuT 
feedback measurement) signals 

As all electrical power sources must be equipped with 
standard safety protection circuits, a particular importance 
comes up to the power amplification unit as a key component 
of the PHIL simulation. The safe operating area (SOA) shall 
be strictly adhered to its specifications and this must be 
respected at all times. 

The internal protections are hard coded, immutable 
settings deriving from the system topology, power electronic 
components and various other internal coherences. Important 
functions are the protection of temporary overcurrent and 
overpower heavily depending on the set operation mode 
(output voltage range, DC / AC mode, etc.). Usually the 
amplification stage is limiting the output signal (current or 
resulting power) to maximum levels according to the 
protection settings; some amplification units are instantly 
shutting down the power stage in case of a spontaneous 



overcurrent. In case of over temperature and over voltage 
scenarios many devices instantly set the output power to zero, 
because the safe operation is endangered in such a case; some 
devices perform a complete disconnection from the electrical 
circuit followed by an entire switch off. Thus, the listed up 
basic safety functions are relevant for implementing a 
functioning safety device: 

 overcurrent limitation 

 overpower limitation 

 overvoltage and 

 overtemperature protection of connected supply units 

The implementation of the safety device is asking for 
knowledge and awareness of those inherent behavior and hard 
coded limits. They represent the basis for all software based 
implementations of safety functions observing relevant 
simulation signals, not vice versa. 

B. Software safety level 

Besides the fact that for industrial applications hardware 
safety is mandatory this does not apply for PHIL simulations 
as there are yet no safety guidelines available. Yet the ease of 
implementation of a software safety device and the flexibility 
available are very convincing reasons for its utilization. 

Software safety devices for PHIL simulation show similar 
structure and their functionality is basically identical. Fig.  2 
shows a recommended and architecture of a safety device. The 
main idea is that the measurement signals are monitored and 
in case of a limit violation a trip signal is triggered. This trip 
signal then causes the output of the real time simulation to be 
at a safe state. Hereby, it is necessary to remark that a safe 
state is non-trivial in definition, but heavily dependent on the 
control input of the power amplification. For every application 
the safe state conditions must be defined a priori. Simply 
stopping the simulation should never be considered as a safe 
state. As multiple power amplification topologies are available 
for PHIL simulation [4] the safe state can differ. As an 
example, a voltage type ITM can be assumed, at which the 
power amplification is done using a voltage amplifier. For this 
particular case a safe state can be assumed as it follows: the 
output signal of the real time system has to be set in such a 
way that the output power of the power amplifier is equal to 
zero. 

The type of interface one utilizes in order to generate the 
coupling between the real time simulation and the hardware 
under test (HuT) is only partly of interest as it only determines 
the signal that has to be set in order to achieve a safe state. 

For PHIL simulation the software safety device has to be 
embedded into the model of the simulated part. Due to the fact 
that a software safety device will be some sort of rather simple 
switch pattern in many cases, one should not have issues with 
the real time execution of the model due to this extension (the 
implemented safety device). It is recommended to give high 
priority to the implementation of the safety device. For 
systems with multiple cores it is strongly advised to dedicate a 
whole core to the execution of the safety device. This 
recommendation is based upon multiple arguments, such as 

the fact that an overrun blocking the safety devices function is 
prevented therewith. In case one has not enough cores 
available to dedicate a single one for the safety device it 
should be implemented together with parts of the model at 
which real time errors – such as an overrun – have the lowest 
probability. As an example, the embedment of a software 
safety device into a real time environment and the dedication 
of a single core are depicted in as possible implementations 
utilizing the Opal RT real time environment (Fig.  3). 

 

Fig.  3: Block diagram of the structure of the real time simulation setup 

including input / output signal. 

The safety device in this example depiction of Fig.  3 is a 

quite simple but effective pattern of flip flops. The inputs of 

this subsystem are the different signals of interest that shall 

be monitored. In this particular case the power interface 

voltages and currents. The input currents are filtered as they 

are directly fed from the analogue input and thus directly 

from the measurement device. The voltage signal is taken as 

an absolute value as the test case deals with AC and it is not 

of interest whether the boundary violation is caused by a 

positive ore a negative over voltage. If one measurement 

signal violates the limit value the flip flop is triggered and the 

output of the safety device will be a triggered safety flag. 

This flag triggers a switch which is located directly at the 

analogue output and switches from the calculated signal to 

constant zero output signals. As a result to any boundary 

violation the output signal of the real time simulator will be 

zero. In the case of the used linear voltage amplifier this 

results in an output voltage of the amplifier equal to zero. 

This is considered to be a safe state. As an addition to the 

pure safety function of this device the M_out output was 

added which can be used to monitor which measurement 

signal did cause the boundary violation. This additional 

feature is not a necessary functionality of the safety device 

but obviously a very valuable extension in order to avoid 

instabilities in future experiments more effectively. 

Despite the fact that the introduction of software and / or 

hardware safety devices the main safety feature during PHIL 

simulations at the current state of development will be the test 



engineer himself. To maintain awareness for unexpected 

events during a PHIL simulation is necessary and mandatory 

for every test engineer. Even the safety devices proposed in 

this contribution cannot be assumed to be impeccable in 

function. 

 

Fig.  4: Basic function of an example safety device using RS Flips Flops. 

Small changes in the software model, executed in the real 
time system, might interfere with the functionality of the 
software devices and can cause malfunction instead of 
expected reliable operation. Consequentially, the function of 
the safety device has to be tested prior to carrying out the 
PHIL simulation. 

III. IMPLEMENTATION OF THE SOFTWARE SAFETY 

CONCEPT 

A. Filtering of input signals 

The input signals of a safety device introduced to a PHIL 
simulation have to be filtered before they can be used in order 
not to activate an undesired emergency stop of the PHIL 
simulation due to measurement stochastic. This filtering has to 
be done as all input signals have a certain level of disturbances 
and / or noise. 

 signal measurement offset, nonlinearities, temperature 
dependencies 

 incorrect signal measurement (mechanics, calibration, 
grey out supply, …) 

 arithmetic errors of the solver (RTS) 

 scaling of measurement signals (measurement 
accuracy) 

 A/D conversion errors 

This can be a simple white noise which is not penetrating 
the defined safety border significantly. Of much higher 
interest are single measurement failures that are massively 
elevated in amplitude. These types of errors can be caused by 
multiple reasons: 

If errors like these occur it is not the job of the safety 
device to initiate an emergency procedure and put the PHIL 
simulation into a safe and stable state. In fact, pre-system 
verification, calibration and in-depth knowledge of the test 
stand have to be verified by the test engineer. The non ideal 
behavior of the power amplification unit can be seen as a 

beneficial behavior. Single error values will be filtered by the 
time discrete behavior of the used voltage amplification. This 
statement can be applied to basically all types of power 
amplification units. Even very fast liner power amplifiers 
show a limited bandwidth, thus not the complete spectrum of 
the input signals is transferred into power signals. 

Based on this fact, the very simple and straight forward 
method in order to evade situations as described above is to 
filter the input signals of the safety device. In some use cases 
of PHIL simulations a feedback filter is inserted as described 
in latest publications [13]. In order to stabilize the system its 
cut-off frequency applied to the input signals of the safety 
device does not necessarily have to be equal to the one used in 
the feedback filter. The input signals of the safety device can 
be filtered with a much lower filter frequency, because the 
safety device does not necessarily have to judge the transient 
behavior of the simulation in order to guarantee the safety of 
the equipment and the personnel. 

B. Reasons for failure of the safety device 

A malfunction of the safety device which can be 
implemented as a combined hardware / software device can 
have fatal consequences to the equipment used. The main 
reasons for failure of the safety device can be divided into two 
groups. 

First of all, every electrical device can fail in its hard- 
software system level. Failing of electrical installations and 
power devices can always occur due to many reasons (aging 
components, mechanical stress, misuse, etc.) and the 
mandatory state-of-the-art standards prevent men and 
machinery from severe consequences. On the other hand, a 
technical failure of the hardware safety device itself can be 
assumed to be a very rare event, as long as nobody has, 
knowingly or not knowingly manipulated the hard wired 
hardware safety system.  

The software safety level can be implemented in a solid, 
even certified way and the topology of the related 
measurement circuits can fulfill all high requirements. 
However, the operating mode and thus the function of 
electronic devices (most notably a CPU) can never be 
categorized as infallibly by default. Especially for safety 
routines running in real time operation mode there can occur 
critical scenarios and malfunctions. Because of the discrete 
behavior of the real time simulation, it is a matter of fact that it 
can take up to three times the sample time of the real time 
computing system to make the safety device work. The 
likeliness of the boundary violation happening exactly in 
between two computation steps of the RTS is assumable close 
to zero. This may allow concluding that the reaction time of 
the safety device is only two times the sample time. 
Nevertheless being a critical element of highest priority, it is 
strongly recommended to evaluate the reaction time of the 
safety device has three times the sample time of the real time 
system. In dependency of the sample time this reaction time of 
the safety device is quite notable and has to be considered 
during the implementation. 

Secondly, the most common reason for the malfunction of 
the safety device is represented by the deficient work (settings, 



parameter, connections, etc.) of the test engineer. As safety for 
PHIL simulation is in the same way not automated, or “plug 
and play” as the PHIL simulation itself these devices have to 
be implemented in a specific way for the required application. 
This particular implementation involves the risk for a variety 
of typical mistakes as it follows: 

 measurement of the wrong signal, therefore wrong 
discrimination 

 discrimination limit is set too high 

 safety flag not connected to the actor 

As stated earlier it is recommended to prove the correct 
functionality of the safety device prior to all executed tests. 

IV. EXPERIMENTAL RESULTS 

A. Instantaneous change of simulation impedance 

PV inverters must execute an internal self-test for valid 
functionality and have to monitor certain grid parameter (grid 
voltage and grid frequency) for a dedicated period of time, 
before the launch of operation can be initiated. During this 
procedure the initialization of the control system and 
calibration check of the measurement circuits is done, 
followed by a functionality check of the disconnecting devices 
for proper operation. This check is necessary for a correct 
detection of corrupted measurements both due to hardware 
failures and due to software bugs (incorrect initialization of 
the firmware, county settings loaded from the RAMs, A/D 
converters, …) At a well-dedicated point of time the 
preparation for the start-up has come to a final stage and the 
DC link capacitor (in case of a voltage DC link topology) is 
charged. This scenario represents an instantaneous change of 
impedance for the running PHIL simulation and may have an 
effect on the stability of the overall simulation system. If all 
self-tests are passed and the DC link is fully charged, the 
inverter is preparing for operation and closed the AC relays, 
which are the ultimate actors of the self-actuating 
disconnecting device integrated in the grid-tie inverting 
system. This action of closing the relays is changing the 
impedance of the PHIL simulation once again, what can result 
in instabilities leading to over swinging transient behaviors 
(see Fig.  5). 

 

Fig.  5: The closing of the relays is enforcing a sudden change of 

impedance for the closed loop PHIL simulation (CH1: VL1-N, CH2: IL1, 

CH7: VL1-N (RTS), CH8: IL2 (measurement), CH9: VL2-N, CH10: IL2,). 

B. Tripping events during a running PHIL simulation 

In this section the scenario of a tripping event due to 
instabilities of the running PHIL simulation is shown. The 
digital control signal coming from the RTS driving the power 
interface (PI) and consequently the hardware under test (HuT) 
is set to zero and the PHIL simulation is stopped safely. The 
safety device acts without any engagement of hardware 
protection measures (see Fig.  6). All captured voltages and 
currents both in soft- (CH 3, 4, 5, 6 and 16) and hardware 
(CH 1, 2) result to values equal to zero after 165 ms 
simulation time. 

 

Fig.  6: Tripping event due to an instable PHIL simulation (CH1: VL1-N, 

CH2: IL1, CH3: VL2-N, CH4: IL2, CH7: VL1-N (RTS), CH8: IL2 (measurement), 

CH16: Vtrip tripping signal). 

C. DC Offest of the RTS output signal after a tripping event 

In this section the experimental result of a ‘safety flag 
scenario’ is given due to a tripping event of the safety device 
implemented in software.  

The RTS is setting the output signal to zero, however to 
output signal (driving the PI and the real hardware connected) 
is not jumping to zero instantly, but shows a DC offset value 
for a well-dedicated period of time. The value of this DC 
offset is of arbitrary amplitude, because it is only dependent 
on the instant of time of the tripping event during the running 
PHIL simulation, which is of random nature self-evidently.  

This unfavorable behavior can cause severe problems for 
key hardware components integrated into a PHIL simulation, 
such as the power amplification unit and the hardware device 
under test. Power amplifiers are constructed in different ways 
(linear or switched mode control) and have limited capability 
of withstanding a DC power amplification scenario when 
running in AC control mode [6]. In principle, their internal 
safety measures should prevent themselves from running any 
non-designed operation ranges, however - knowing from 
laboratory experience that this is not always the case – this can 
be critical for the SOA of an electrical amplifier. 

Besides that, the connected hardware (HuT) is under 
elevated exposed risk applying a DC power to its input (AC 
grid simulation), considering that its terminals are designed for 
sinusoidal AC signals (50/60 Hz, 230/115 V). Especially the 
AC filters are directly connected to the terminals and therefore 
integrated into the PHIL simulation by default [6], [16]. No 
safety measures in soft- or hardware can come into action for 



such a scenario, which could prevent those filters from 
damage in case of applying a permanent, long-term DC power 
signal. 

In case of applying a permanent, long-term DC power 
signal, no safety measures implemented in soft- or hardware 
can come into action which could prevent those filters from 
damage effectively. 

 

Fig.  7: DC offset of the RTS signal at a tripping event (CH1: VL1-N, CH2: 

IL1, CH7: VL1-N (RTS), CH8: IL2 (measurement)). 

CONCLUSIONS 

Power Hardware-in-the-loop simulations require sufficient 

and inherent safety protection measures, which must be 

implemented in order to guarantee safety for men and 

machinery. Additional to basic safety measures of electrical 

systems a so-called safety device is implemented for PHIL 

simulation tests.  

With its functionality the running simulation can be forced 

to stop especially whenever there are system instabilities, 

failures or signals out of boundary occurring. A well 

implemented safety device must be configured correctly 

(dependent on simulation parameter, simulation topology and 

connected DuT) by the test engineer himself in order get a 

reliable and correct function in case of possible overload / 

current / voltage / temperature of a connected electrical 

component. 

This safety device requires real time computing resources 

and is set to highest priority in execution. Its activation trips 

the driving signal coming from the RTS into the power 

amplification unit whenever any instability is detected. 

Different topologies and implementation can be used for 

structures in order to make a PHIL simulation as safe and 

well-protected as possible – in this work our approach is 

shown and briefly presented. 
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